CYBER SECURITY ANALYST (1444)
TASK LIST 2026

. Plans and executes citywide cybersecurity governance, risk, and compliance
initiatives in order to safeguard digital privacy, ensure continuous business
operations, and safeguard technological infrastructure.

. ldentifies and assesses security risks across City Information Technology (IT)
and Operational Technology (OT) projects in order to ensure continuous
vulnerability management from pre-deployment through lifecycle upgrades.

. Performs comprehensive forensic assessments of security events and data
breaches in order to evaluate operational damage and direct tactical response
strategies.

. Investigates cyber events and tracks threat actors in order to evaluate adversary
capabilities, assess risk severity, and quantify organizational impact.

. Analyzes cyber threat intelligence and shares actionable security trends across
City departments in order to neutralize emerging threats, close technical
knowledge gaps, and continuously fortify the City’s digital resilience and elevate
security awareness.

. Investigates advanced cyber incidents and develops threat profiles in order to
engineer a proactive, intelligence-driven defense posture.

. Disseminates critical indicators of infrastructure and application compromises to
stakeholders in order to ensure Citywide awareness and rapid response
orchestration.

. Implements advanced countermeasures and mitigating controls in order to
contain threats, reduce risks, and accelerate incident recovery.

. Evaluates, recommends, and implements enterprise access control
methodologies across technology infrastructure in order to enforce the principle
of least privilege and prevent unauthorized access.

10. Integrates robust access management systems with Data Loss Prevention (DLP)

frameworks across all infrastructure, systems, and assets in order to detect and
prevent the unauthorized sharing, transmission, or leakage of sensitive data.

11. Collaborates with city departments to analyze business requirements and provide

risk management guidance in order to ensure the secure design and integration
of applications, infrastructure, and third-party services.



12.Evaluates new systems and operational procedures in order to assess
vulnerabilities, quantify risk exposure, and deliver documentation utilizing
industry best practices.

13. Triages security alerts to filter false positives and assess business impact,
escalating verified threats to system owners and incident response (IR) teams in
order to rapidly contain, eradicate, and recover.

14.Maintains and continuously tests security event and incident management
processes in order to validate documentation accuracy and ensure operational
effectiveness.

15. Trains and orients users on cybersecurity awareness, tools, processes, and
procedures in order to optimize technical readiness and meet compliance
standards.

16.Develops cybersecurity policies, standards, and procedures in order to align the
City departments with modern security frameworks and mandates.



