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COMPETENCY MODEL FOR 
DIRECTOR OF SECURITY SERVICES (2023) 

CLASS CODE 3208 
 
 

The following competencies have been identified as those that best separate superior 
from satisfactory job performance in the class of DIRECTOR OF SECURITY SERVICES. 
(Numbers refer to the order of competencies in the Competency Bank.) 
 
20. Job Knowledge 
29. Fact Finding 
35. Teamwork 
36. Emotional Maturity 
45. Oral Communication 
47. Written Communication 
53. Leadership 
59. Strategic Planning 
 
On the following pages are descriptions of each competency, including a definition, the 
level of the competency required for the class (italicized, bolded, and underlined), 
examples of behavioral indicators, and satisfactory and superior performance levels. 
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20. JOB KNOWLEDGE – Knows information required to perform a specific job.  
Includes both widely available courses of study (for 
example, chemistry, human resources management, 
graphic arts) and City-specific information (parking 
regulation and ticketing practices; purchasing 
procedures; provisions of the City Charter). 

 
Level of Competency Required by Job: 
 

Level 1: Knowledge is concrete, factual, and/or procedural and may be 
defined by the organization. Situations in which it is applied are quite 
consistent. 

 
Level 2: Knowledge is substantive and may be defined by an external trade, 

field, or profession. Situations in which it is applied vary and, as such, 
require breadth and depth of understanding. 

 
Level 3: Knowledge is abstract, conceptual, and/or complex and may be 

supported by a well-defined academic discipline or 
authoritative sources (e.g., laws, ordinances, government 
guidelines/regulations/ codes). Situations in which it is applied 
may vary greatly or be novel. 

 
Examples of Behavioral Indicators: 
 

• Performs work correctly/avoids technical (job content related) errors. 

• Answers technical questions about work accurately. 

• Asks few technical questions about the performance of routine work activities. 

• Offers advice (“coaching”) to new employees regarding their work. 

• Develops training programs for other employees. 

• Sought out as a source of information by others. 
 

Performance Levels: 
 
Satisfactory 
 
Sufficient job knowledge to perform 
work correctly independently. Answers 
technical questions about work 
correctly. 

 
 
Superior 
 

Expertise in technical job information 
sufficient to serve as a resource to others. 
May develop training manuals/ programs 
and/or give internal and/or external 
presentations related to work. 
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Job Knowledge Areas 
 

1. Knowledge of the principles and methods used in the security field including  
safeguarding facilities, property, personnel, and the public; determining locations, 
types of situations, and methods likely to be used in effecting criminal activities; 
detecting and preventing crimes, such as robbery, terrorism, theft and vandalism; 
and planning countermeasures against potential security risks sufficient to develop 
and implement a comprehensive security program to ensure the safety of City 
facilities as well as personal and real property.  
 

2. Knowledge of the application of security measures and/or management of 
resources including assigning, scheduling, and deploying security staff; 
directing, coordinating, and training of subordinate security personnel; 
identifying necessary security measures; directing and coordinating security 
activities with law enforcement and private security agencies; and directing 
and effecting countermeasures to respond to emergency situations sufficient 
to plan and implement comprehensive, efficient, and cost effective 
departmental security programs for a variety of public facilities, special 
events and activities under varying circumstances. 
 

3. Knowledge of the laws and regulations governing the security field, including the 
elements of criminal offenses; laws and rules of arrest and evidence; laws and 
regulations governing the conduct of security personnel; and principles and 
practices of safety; as required to direct a security program in accordance with the 
laws, regulations, and accepted practices used in the security field. 

 
4. Knowledge of emergency preparedness and the Incident Command System 

(ICS) (including emergency communications)  to provide security and 
emergency services in critical situations including emergencies, natural 
disasters, and unusual occurrences.  

 
5. Knowledge of the operational handling of handcuffs, batons, and pepper spray to 

ensure that security staff uses and/or handles equipment and evidence safely and 
according to accepted methods. 

 
6. Knowledge of technological advances in the security field such as interior/exterior 

electronic security systems, access control, electronic surveillance alarms and 
equipment, and computer applications related to security systems sufficient to 
evaluate and make recommendations on their suitability for use in city buildings 
and facilities. 

 
7. Knowledge of the North American Electric Reliability Corporation (NERC), Federal 

Energy Regulatory Commissions (FERC), Western Energy Coordinating Council 
(WECC) compliance rules and policies related to the energy sector. 
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29. FACT FINDING – Obtains required information through questioning, review of  
                                    existing materials, or securing new materials to answer a  
            question or address a problem. 

 
 

Level of Competency Required by Job: 
 

Level 1: Look up information available in the workplace (including use of the 
internet) or by asking questions of co-workers or supervisor. 

 
Level 2: Interview individuals and/or obtain necessary information from 

files, the library, and/or the internet. 
 
Level 3: Conduct in-depth interviews/interrogations or depositions.  Locate 

obscure reference material containing germane information by 
correctly identifying needed information, making logical inferences 
regarding where it might be available, and discerning from newly 
acquired information relevant additional materials. 

 
Examples of Behavioral Indicators: 
 

• Asks a series of insightful questions in a logical order.  

• Correctly identifies persons most likely to have the needed information. 

• Listens carefully to responses from others to discern all relevant information 
stated. 

• Makes logical assumptions about where certain types of information might be 
found; or asks others who are likely to know. 

• Persists in locating relevant information until a sufficient amount is available to 
permit answering question or addressing the problem fully. 

 
Performance Levels: 
 
Satisfactory 
 
Obtains necessary information 
through scrutiny of existing files and 
other resources, correctly identifying 
and obtaining other sources of 
information, and/or asking questions. 

 
 

Superior 
 
Exhibits great insight in identifying 
who would have certain information, 
or in what materials it might be 
located.  Carefully crafts questions to 
extract needed information. Persists 
until sufficient information is gathered 
to formulate a logical conclusion. 
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35. TEAMWORK – Interacts effectively with others to achieve mutual objectives;  
                                readily offers assistance to others to facilitate their goal  
                                accomplishment. 

 
 

Level of Competency Required by Job: 
 

Level 1: Work effectively as a member of a work unit or project team.  Readily 
offer assistance to others when they have too much work or have too 
little.  

 
Level 2: Work effectively as a team member in which different people 

have different roles/responsibilities and perspectives.  Identify 
points for collaboration with co-workers; readily offer and 
request assistance. 

 
Level 3: Work effectively as a part of an interdependent team (your work gets 

done only if the work of the whole team is done; evaluation of team 
performance is more relevant than individual performance). 

 
Examples of Behavioral Indicators: 
 

• Discusses work-related matters with co-workers. 

• Offers and requests assistance readily. 

• Offers and is receptive to suggestions. 

• Identifies problems with workflow that will prevent team from accomplishing its 
goals. 

• Provides constructive criticism and feedback to team members to improve 
overall functioning of team. 

• Assigns credit to team for accomplishments. 
 

Performance Levels: 
 
Satisfactory 
 
Cooperates with co-workers and 
fulfills responsibilities as a member of 
a project team.  Maintains a focus on 
common objectives and offers and 
requests assistance readily. 

Superior 
 

Sees the team as a whole; acknowledges 
that performance of the team is what in 
reality is evaluated by others. If anyone 
fails, everyone on the team fails.
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36. EMOTIONAL MATURITY – Maintains a calm and task-oriented approach to  
                                                    work even under circumstances of conflict or  
                                                    hostility. 

 
 

Level of Competency Required by Job: 
 

Level 1: Remain focused on the task at hand when interacting with 
unpleasant or uncooperative people, circumstances are frustrating, 
the workload is high, or other conditions of the work environment are 
less than optimal. 

 
Level 2: Seek effective resolution to complaints/criticisms; recognize 

that complaints/criticisms often are not personal, but a 
reflection of frustration or disagreement on the part of others. 

 
Level 3: Maintain neutrality and effective performance even in the face of 

unjustified challenge or direct criticism in a public forum. 
 

Examples of Behavioral Indicators: 
 

• Maintains a calm and focused demeanor. 

• Continues to listen to others with whom conflict or disagreement has occurred. 

• Does not display excessive emotionality:  yell, shout, scream, cry, or use 
profanity. 

• Does not “act out:” slam doors, throw things, threaten, or assault others. 

• Does not engage in inappropriate acts such as telling off-color jokes, name-
calling, horseplay, or bullying. 

 
Performance Levels: 
 
Satisfactory 
 
Demonstrates emotional stability and 
mature behavior appropriate to the 
workplace even in circumstances of 
discord or duress. 

 
 

Superior 
 
Maintains businesslike demeanor 
and continues to attempt to address 
the issue at hand even when faced 
with personal attacks, unjustified 
accusations, or other inappropriate 
behavior from others. 
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45. ORAL COMMUNICATION – Communicates orally in a clear, concise, and  
                                                     effective manner. 

 
 

Level of Competency Required by Job: 
 

Level 1: Exchange specific, job-related information orally with others in the 
immediate work environment or via telephone and/or radio. 

 
Level 2: Obtain/provide/present general and/or job-specific information 

orally to a variety of others in various situations. 
 
Level 3: Obtain/provide/present a diverse array of information orally at 

varying levels of complexity to a wide range of others across many 
different situations and circumstances.  

 
Examples of Behavioral Indicators: 
 

• Audience clearly understands the intended message.  

• Rarely must repeat information in response to questions. 

• Refrains from use of unnecessary words, phrases, or jargon. 

• Provides a level of detail appropriate to the situation (avoids too much 
or too little detail). 

• Speaks at a level appropriate to the audience in terms of terminology, sentence 
structure, and simplicity/complexity of ideas expressed. 

• Uses words with precision (vocabulary) to convey exact information. 
 

 
Performance Levels: 
 
Satisfactory 
 
Speaks clearly and audibly, providing 
the appropriate information and level 
of detail.  Typically conveys the 
message on the first attempt. 
Answers questions accurately and 
directly. 

Superior 
 
Speech is direct and to the point. 
Speaks convincingly and with 
authority when appropriate.  
Maintains sensitivity to the audience 
while providing thorough information 
with the appropriate level of detail 
through the use of precise language. 

 
 
 
 
 

 
 

 
 

 

 



8 
 

47. WRITTEN COMMUNICATION – Communicates effectively in writing. 
 
 
Level of Competency Required by Job: 
 

Level 1: Write notes/e-mails. Completes forms with some open-ended 
responses (sentences). 

 
Level 2: Write letters, articles/reports, and/or detailed descriptions of 

activities/occurrences. 
 
Level 3: Write lengthy reports, instruction manuals, in-depth analyses/ 

reviews of complex issues and/or articles for publication.  Reviews 
the written work of others. 

 
Examples of Behavioral Indicators: 
 

• Writing includes the necessary information to convey the intended message.  

• Sufficiently few errors in spelling, punctuation, grammar to not interfere with the 
intended message or distract the reader. 

• Little editing or re-writing needed to produce a final product. 

• Composes materials efficiently. 

• Information is presented in a well organized manner. 

• Tone and degree of formality are appropriate to the purpose and audience. 
 
Performance Levels: 
 
Satisfactory 
 
Writes material that clearly 
communicates the necessary 
information; needs little editing.  

 
 
Superior 
 
Precisely uses words and organizes 
information in a way that enhances 
presentation of the message.  
Virtually no editing needed. 
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53. LEADERSHIP – Influences others toward goal accomplishment. 
 

Level of Competency Required by Job: 
 

Level 1: Assume responsibility for operations or a situation when necessary.  
Direct the actions of others or otherwise ensure required actions are 
taken. Remain responsible until relieved or situation is resolved. 

 
Level 2: Motivate others to continual activity focused on goal 

accomplishment.  Provide clear objectives and articulate 
individual activities necessary to achieve them; ensure 
resources necessary to do so are available. Monitor work 
progress and provide feedback; assess results. 

 
Level 3: Articulate a vision, convey it to others, and assign responsibilities (or 

assure they are assigned) for achieving it.  Monitor progress, make 
adjustments as necessary, and evaluate results. 

 
Examples of Behavioral Indicators: 
 

• Evaluates circumstances, determining what needs to be done, and ensuring 
individual responsibility for performing specific actions is assigned. 

• Follows-up to ensure that specific actions have been taken and overall 
objective has been accomplished. 

• Clearly communicates objectives and responsibility/individual actions 
necessary to achieve them. 

• Monitors work in progress, provides feedback to those involved, and makes 
adjustments to work plans/processes to ensure goal attainment. 

• Evaluates completed work for quality, thoroughness, and effectiveness 
to determine whether re-work or additional work is required to meet intended 
objectives and to provide learning for future assignments 

 
Performance Levels: 
 
Satisfactory 
 
Assumes responsibility for work of 
others when required or necessary. 
Ensures actions taken to achieve 
objectives, and evaluates results to 
determine any follow-up needed.  

 

Superior 
 
Articulates vision/states clear 
objectives and assigns 
responsibility/motivates others 
toward achievement. Monitors 
progress; gives feedback; evaluates 
results; ensures follow-up. 
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59. STRATEGIC PLANNING – Establishes plans in a way that will achieve vision for  
                                                   the future. 

 
 

Level of Competency Required by Job: 
 

Level 1: Recognizes that no work organization is static, so identifies how an 
improved organization would function and develops plans to create 
such an organization. 

 
Level 2: Considers factors in the external environment, best practices, 

and internal organizational factors to develop a vision for the 
future; identifies feasible changes/innovations in support of the 
vision. 

 
Level 3: Considers social, economic, legal, and political trends and the “big 

picture” of the organization to establish a vision for its effective 
operation in the world of the future. 

 
Examples of Behavioral Indicators: 
 

• Establishes and keeps up-to-date a “strategic plan.” 

• Articulates how current trends and anticipated future events are expected to 
impact the organization. 

• Identifies actions the organization can take to accommodate or leverage trends 
and future events. 

• Recognizes that evolution/change will occur, and without an attempt to manage 
it, that it is unlikely to be in the best interest of the organization. 

• Accepts that even when many factors are unknown or their certainty is 
questionable, that which is known with any degree of certainty can be 
effectively used to formulate plans. 

 
Performance Levels: 

 
Satisfactory 
 
Considers the future when 
establishing current day-to-day 
operational practices.  Envisions an 
improved organization and identifies 
specific actions to help create it. 
 
 

 
 

 
 

 
 

Superior 
 
Understands that the larger 
environment in which the 
organization exists is influenced by 
and influences the organization.  
Notwithstanding uncertainties, 
formulates a vision and plans to 
achieve.
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