
 

COMPETENCY MODEL FOR 
CYBER SECURITY ANALYST 

CLASS CODE 1444 
 
The following competencies have been identified as those that best separate superior 
from satisfactory job performance in the class of CYBER SECURITY ANALYST. 
(Numbers refers to the order of the competencies in the Competency Bank.) 
 
3. Judgment and Decision Making 
4. Analytical Ability 
7. Self Management 
13. Stress Tolerance 
20. Job Knowledge 
35. Teamwork 
48. Shares Knowledge and Information 
50. Process Improvement 
 
On the following pages are descriptions of each competency, including a definition, the 
level of the competency required for the class (italicized, bolded, and underlined), 
examples of behavioral indicators, and satisfactory and superior performance levels. 
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3. JUDGMENT AND DECISION MAKING – Accurately assesses situations, seeks 
new information if necessary, and 
applies all available information to 
reach sound conclusions/formulate 
effective response. 

 
Level of Competency Required by Job: 
 

Level 1:​ Training and guidelines needed to respond to immediate situations 
within very specific function are provided (or supervisor available to 
assist). 

 
Level 2:​ General information and guidance to assist in responding to a 

variety of situations across a range of circumstances are 
provided. 

 
Level 3:​ Little guidance available for responding to a wide range of complex 

situations with far-reaching and/or enduring consequences. 
 

Examples of Behavioral Indicators: 
 

●​ Effectively responds to atypical situations. 
●​ Asks questions or otherwise obtains additional relevant information to make a 

decision. 
●​ Formulates a decision and necessary actions based on available facts. 
●​ Correctly infers appropriate response based on information provided and 

existing policies, personal experience, and/or consultation with others. 
●​ Discusses conclusions/possible responses with others before taking action as 

necessary. 
●​ Considers impact of decisions on all affected parties. 

 
Performance Levels: 
 
Satisfactory 
 
Correctly assesses routine and 
unusual situations and reaches 
appropriate conclusions for actions 
needed. Obtains additional 
information and/or consults with 
others as necessary. 
 

Superior 
 
Evaluates new situations accurately 
to establish an appropriate response 
or plan of action.  Recognizes the 
impact on all affected parties, as well 
as the possible ramifications and/or 
repercussions of setting a precedent. 
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4. ANALYTICAL ABILITY – Identifies, obtains, and evaluates relevant information  
                                              to establish relationships or patterns, cite causes, and  
                                              reach logical conclusions. 

 
 

Level of Competency Required by Job: 
 

Level 1:​ Recognize similarities/differences in current situation to those 
previously encountered and is guided accordingly.  Apply existing 
policies correctly.  Ask pertinent questions or otherwise seek 
additional information to formulate appropriate response. 

 
Level 2:​ Consider multiple, varied factors when evaluating a situation or 

issue.  Seek additional information to provide further insight.  Reach 
conclusions that logically follow from the information obtained. 

 
Level 3:​ Consider a multitude of diverse factors, their 

interrelationships, the perspectives of others, alternative 
courses of action and their likely ramifications when 
evaluating information to reach a conclusion. 

 
Examples of Behavioral Indicators: 
 

●​ Obtains the necessary amount of relevant information. 
●​ Recognizes the impact of each type of information on conclusions. 
●​ Evaluates the quality/source of information when considering it. 
●​ States the shortcomings of the information and, therefore, the analysis.  

 
Performance Levels: 
 
Satisfactory 
 
Recognizes available relevant 
information, seeks additional 
information to consider, and reaches a 
conclusion. Provides sound, convincing 
justification for conclusions, citing 
relevant data and facts. 

 

Superior 
 
Uses a great deal of existing and 
obtained information and data to 
develop and evaluate alternatives and 
arrive at a final conclusion.  Provides 
compelling arguments in support of 
conclusions. 
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7. SELF MANAGEMENT – Organizes and plans for task accomplishment; manages 
time and works diligently to complete assigned 
work/fulfill responsibilities. 

 
 

Level of Competency Required by Job: 
 

Level 1:​ Order tasks for efficient performance; maintain awareness of time 
allotted and deadlines in order to ensure they are met.  

 
Level 2:​ Plan and perform work in a way that maximizes efficient 

performance; establish and adjust priorities to ensure timely 
completion of most critical assignments. 

 
Level 3:​ Allot time to responsibilities proportional to their prominence, 

priority, and impact.  
 
Examples of Behavioral Indicators: 
 

●​ Performs only work activities during work hours.  
●​ Alters means of performing work when original approach proves to waste 

time. 
●​ Keeps a “to do” list (with indication of priority and deadlines, if necessary). 
●​ Requests assistance as necessary when it becomes clear that work will not 

be completed on time. 
●​ Demonstrates a record of progress with respect to all assignments/ 

responsibilities. 
●​ Uses optimal means of communication for efficiency and effectiveness. 

 
Performance Levels: 
 
Satisfactory 
 
Conducts self while at work in a 
manner that ensures work will be 
completed as scheduled, or provides 
explanation or secures assistance or 
adjustment of schedule if it will not 
be. 

Superior 
 
Seeks efficiencies in doing work to 
maximize productivity. Plans work 
carefully and follows the plan or 
makes adjustments if it is disrupted.  
Maintains personal responsibility for 
all work accomplishment. 
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13. STRESS TOLERANCE – Maintains effective performance when under pressure,   
                                                confronted with opposition or criticism, and/or when  
                                                the situation is dangerous. 

 
 

Level of Competency Required by Job: 
 

Level 1:​ Assignment may include varied or heavy workload; new tasks may 
need to be learned; members of the public and, at times, 
co-workers may be rude. 

 
Level 2:​ Insufficient staff or resources may be available to accomplish 

work. Priorities/objectives may be unclear and/or direction 
uncertain.  Role ambiguity regarding responsibilities may 
exist.  May encounter disagreement or criticism when 
performing job activities.  

 
Level 3:​ Presentation and defense of position in a public forum, which at 

times entails facing opposition, may be required.  Work 
environment may be fast-paced and one in which urgent decisions 
must be made.  Making life-or-death decisions may be necessary. 

 
Examples of Behavioral Indicators: 
 

●​ Remains composed and focused on the task at hand in the presence of 
obvious stressors.  

●​ Understands that rudeness or opposition is not typically personal attacks. 
●​ Continues to make good decisions under urgent circumstances or when in 

danger. 
●​ Soothes others who are more adversely affected by stress. 

 
Performance Levels: 
 
Satisfactory 
 
Continues to perform effectively under 
stressful circumstances. 

 

 
 
Superior 
 
Acknowledges stress, but appears to 
be unaffected by it. Concentrates extra 
effort on accomplishing the task at 
hand. Assists others with effective 
coping. 
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20. JOB KNOWLEDGE – Knows information required to perform a specific job. 
Includes both widely available courses of study (for 
example, chemistry, human resources management, 
graphic arts) and City-specific information (parking 
regulation and ticketing practices; purchasing 
procedures; provisions of the City Charter). 

 
Level of Competency Required by Job: 
 

Level 1:​ Knowledge is concrete, factual, and/or procedural and may be 
defined by the organization. Situations in which it is applied are 
quite consistent. 

 
Level 2:​ Knowledge is substantive and may be defined by an external 

trade, field, or profession. Situations in which it is applied vary 
and, as such, require breadth and depth of understanding. 

 
Level 3:​ Knowledge is abstract, conceptual, and/or complex and may be 

supported by a well-defined academic discipline or authoritative 
sources (e.g., laws, ordinances, government guidelines/regulations/ 
codes). Situations in which it is applied may vary greatly or be 
novel. 

 
Examples of Behavioral Indicators: 
 

●​ Performs work correctly/avoids technical (job content related) errors. 
●​ Answers technical questions about work accurately. 
●​ Asks few technical questions about the performance of routine work activities. 
●​ Offers advice (“coaching”) to new employees regarding their work. 
●​ Develops training programs for other employees. 
●​ Sought out as a source of information by others. 

 
Performance Levels: 
 
Satisfactory 
 
Sufficient job knowledge to perform 
work correctly independently. 
Answers technical questions about 
work correctly. 

Superior 
 

Expertise in technical job information 
sufficient to serve as a resource to 
others. May develop training manuals/ 
programs and/or give internal and/or 
external presentations related to work. 

 
 

 
 

6 
 
 



 

Job Knowledge Areas 
 

1.​ Knowledge of local, state, and federal cybersecurity laws, regulatory mandates, and 
Governance, Risk, and Compliance (GRC) frameworks sufficient to plan, coordinate, and 
guide initiatives that protect infrastructure, ensure operational continuity, and secure data 
confidentiality, integrity, and availability. 
 

2.​ Knowledge of Information Technology (IT) and Operational Technology (OT) 
implementations, upgrades, and related projects sufficient to identify and mitigate 
operational and security risks throughout the project lifecycle. 
 

3.​ Knowledge of threat intelligence methodologies, advanced research techniques, and 
strategic threat context sufficient to investigate security incidents, disseminate actionable 
threat profiles, and evaluate operational business requirements. 
 

4.​ Knowledge of vulnerability assessment methodologies, digital forensic assessments, and 
technical evaluation techniques sufficient to audit systems for risks, execute penetration 
and vulnerability tests, and report findings based on best practices. 
 

5.​ Knowledge of endpoint, network, and application log analysis sufficient to triage 
escalated alerts, investigate system compromises, execute rapid containment 
playbooks, and coordinate stakeholder communications for effective incident recovery. 
 

6.​ Knowledge of technical countermeasures and defense-in-depth concepts sufficient to 
deploy protective measures, isolate and contain threats, and accelerate system and 
operational incident recovery. 
 

7.​ Knowledge of access control methodologies, identity governance matrices, and Data 
Loss Prevention (DLP) frameworks sufficient to establish user permissions, enforce least 
privilege, and identify and prevent sensitive data leakage.  
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35. TEAMWORK – Interacts effectively with others to achieve mutual objectives; 
readily offers assistance to others to 
facilitate their goal accomplishment. 

 
 

Level of Competency Required by Job: 
 

Level 1:​ Work effectively as a member of a work unit or project team.  
Readily offer assistance to others when they have too much work or 
have too little.  

 
Level 2:​ Work effectively as a team member in which different people 

have different roles/responsibilities and perspectives.  Identify 
points for collaboration with co-workers; readily offer and 
request assistance. 

 
Level 3:​ Work effectively as a part of an interdependent team (your work 

gets done only if the work of the whole team is done; evaluation of 
team performance is more relevant than individual performance). 

 
Examples of Behavioral Indicators: 
 

●​ Discusses work-related matters with co-workers. 
●​ Offers and requests assistance readily. 
●​ Offers and is receptive to suggestions. 
●​ Identifies problems with workflow that will prevent team from accomplishing 

its goals. 
●​ Provides constructive criticism and feedback to team members to improve 

overall functioning of team. 
●​ Assigns credit to team for accomplishments. 

 
Performance Levels: 
 
Satisfactory 
 
Cooperates with co-workers and 
fulfills responsibilities as a member 
of a project team.  Maintains a focus 
on common objectives and offers 
and requests assistance readily. 

Superior 
 
Sees the team as a whole; 
acknowledges that performance of 
the team is what in reality is 
evaluated by others. If anyone fails, 
everyone on the team fails. 
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48. SHARES KNOWLEDGE AND INFORMATION – Conveys all information 
                                                                                     relevant to each involved party  
                                                                                     in a thorough and timely  
                                                                                     manner. 

 
Level of Competency Required by Job: 
 

Level 1:​ Provide job-related information as it becomes available to others 
who are likely to need it or to whom it might be helpful. 

 
Level 2:​ Keep all involved parties informed of work/project progress and 

other new information. Tailors content, level of detail, and timing of 
information provided to the perspective of each recipient 

 
Level 3:​ Recognize different needs for different information and 

provide all affected parties with a description of the “big 
picture” as well as the breadth and detail of information 
relevant to their perspective. 

 
Examples of Behavioral Indicators: 
 

●​ Provides thorough explanations with all relevant details. 
●​ Uses multiple means of communicating (e.g., e-mail, telephone, meetings). 
●​ Provides status reports of work/project progress to all involved parties. 
●​ Informs others of changes at the earliest feasible time. 
●​ Uses multiple addressees and “copies” others so all parties see exactly the 

same information and know who already has been informed. 
●​ Draws from job knowledge and work experience to provide thorough 

descriptions and explanations. 
 

Performance Levels: 
 
Satisfactory 
 
Readily communicates new, 
job-related information to all 
employees to whom it is relevant. 
Provides a level of detail and 
explanation appropriate to the 
recipient. 
 
 

 
 
Superior 
 
Ensures that all involved parties are 
provided the maximum amount of 
information feasible in as timely a 
manner as possible to facilitate 
work/project status. Shares job 
knowledge and experience to serve 
as a mentor or coach to others. 
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50. PROCESS IMPROVEMENT – Initiates changes to improve the manner in which  
                                                        work is done, workflow, or the work product. 

 
 

Level of Competency Required by Job: 
 

Level 1:​ Identify and suggest improvements in the work of workgroup and/or 
at the interface of other workgroups with interrelated functions. 

 
Level 2:​ Audit work processes, work flow, and work product to identify 

possible improvements; analyze the feasibility of making changes 
necessary to implement improvements; evaluate the effectiveness 
of changes made. 

 
Level 3:​ Initiate effort to re-engineer work processes in order to create 

a system with maximum efficiency, product/service quality, 
and timeliness. 

 
Examples of Behavioral Indicators: 
 

●​ Notes inefficiencies and unnecessary steps for possible elimination.  
●​ Identifies specific changes that would need to occur to implement 

improvements. 
●​ Analyzes/evaluates necessary changes for feasibility. 
●​ Discusses with involved staff to obtain feedback. 
●​ Recognizes that a complete change in “the way we do business” might be the 

best solution. 
 
Performance Levels: 
 
Satisfactory 
 
Vigilant with respect to identification of 
opportunities for improvement. 
Identifies specific steps required to 
implement feasible changes and 
ensures they are taken. Evaluates 
results and makes adjustments. 

 

 
 
Superior 
 
Objectively considers the entire system 
and future conditions when evaluating 
the potential for improvement. Identifies 
novel solutions and is creative in 
determining means of implementing 
them. 
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